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Not oldsk0Ol. Just old.

~ 5 weeks experience with Windows Kernel

> 5 years experience with Fuzzing

Hate all Technology

Ruby and Drinking Make the Pain GO Away

Disclaimer
| am aware of the prevailing opinion that fuzzing talks
without bugs suck, by definittion . | do not have any bugs. Even

if | did have bugs, | 1 Ut 3T wlh @you. There are no bugs.
There are, however, otters and buff Russian men of dubious
sexuality . Also, manyred boxes. You have been warned.




Secret Fuzzing Wisdoms

A Select a Good Target
A Acquire Essential Knowledge
A Apply Fuzzing CaneiIGS

I How do we Deliver

I How do we Instrument
I How do we Generate
I How does that Scale




Secret Fuzzing Wisdoms

ADelivery, Instrumentation, Generation

I Gottakeepem separated!
I Please stop writing heavily coupled tod#)x

A A goodtoolchainallows rapid retargeting

| Start fuzzing with a stupid generator
I Cold cores find no bugs!



Target Selection
n _bugs = p bug * n_tests

A p_bug/ testing speed is inherently target specific

A Can tune the equation
| Better ( possibly slower ) Generators
I More Scale
I Rapid Tooling ( lead time counts! )
I Better Samples
I Pre Fuzzingoolchain



P bugt+
A Feedback Driven Fuzzing

Via code coverage, success rate or some other metric
EgSAGE, bunny, EFS, Flayer

PRO Awesome, super elite, finds bugs dumuzzerswill never hit
CONc Slow, difficult to write, poor Windows support

A Fault Injection / deeply instrumented fuzzing
I Inject bad data close to code being attacked

I PRO vastly simplifies delivery
I CON- need to then check reachability
A Corpus Distillation
I Low effort, high reward technique
I Need a way to measure coverage ( tricky for kernel stuff )



Target Selection
n _bugs = p bug * n_tests

A More broadlyn bugsh 4y Qi Ay ISNBadul,.
A Are there USEFUL bugs in there?

A If there are, can we locate them
I Bug Chaff
I Post Fuzzingpolchain



Target Selection

n _bugs = p bug * n_tests

A Bug Utility is SUBJECTIVE
A Sell? Use? Fix? Disclose?

A Whatever our utility metric, can we REALISE VALUE
I Will it provide USEFUL CAPABILITY?
I Is it RELIABLY exploitable?
I Will anyone buy it anyway?
I Is it worth fixing?
I Wil it bring us fame and imply great sexual prowess?



Windows Kernel, Simplified

ACSIF UOdzNAY3I a. FNNE GKS YSI
A Some stuff is completely missing or wrong
A All of it is greatly simplified
A Real resources abound!
I MSDN ( new layout / navigation is awesome )
I Anything by jOOru, Alebonescy TarjeiMandt
I Anything byRussinovicl Solomon /Probert
ia/ wYé A& +y | OFRSYAO O2dzNAa
ia2wYé Aa | FdzZft gAYR264a 1S
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Userland

kernel32
ntdll

Dragons

Setup syscall args

syscall numberin eax
int2e / sysenter / syscall
Li AEUqéKae 01 7

Lookup syscall in SSDT

Dispatch to correct driver
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A Windows 10 is deeply async
A Uses |0 Request Packets ( IRP)

AOFi lterdé Drivers ¢

© SvenMicklish
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USER runs the GUI

AWi ndows, Menus, C
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Graphics Driver Interface
A Basically, it draws stuff
A Moved into kernel space ~NT4

ABit maps, Font s, e Ra il esé
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Bug Classes

A LocallLocal
I Privilege escalation
I Sandbox escapes
I Trending upwards in importance
A RemoteRemote
I Used to be theshiznit now plagued by issues
I Firewalls
I Were great for indiscriminate attacks, less for targeted
A RemoteLocal
I Require a user to do something
I Attack via email, document, URtc
I Now the Rolls Royce of bugs



Attack Vector Evaluation

Al 2YAY 3 WdzLJQ FNRY I
I Wil yieldRemoteRemotes
iWdzad tA1S WYy 2NXIfQ
I SMB, RDP, tcpip.sysifiz | { . X
I Reliability issues? Stealth?
| Hardware differences?

Verdict: You first, guv.



Attack Vector Evaluation
ASSDT Hooks / Filter Driverst¢

i Good for attacking '3 party drivers

I Fuzzing logic itself really should bekernel (inflexible)
I Public implementations available

I http:// code.google.com/p/ioctifuzzer

A Finding AV bugs seems too cruel to be sport
Al ' yQUG NAUSLRNARISNE



Attack Vector Evaluation

AGDI is cool, becaustemotelocals
I Historically bug prone

A GeneralSyscallsnight be fun

I LocalLocaldbut easy to prototype

AUSER is tricky, only yieldscalLocals

I Keyboard Layouts burned Btuxnet
I Plus,Tarjelialready looked at it

( Moment of Silencen honourof BugGenocide )
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GDI- Delivery Vectors

Al SNBQa oKIG L KI @S
Il Fonts-¢ ¢ C2 h¢e¢CX ChbXo®
I Cursors BMP, CUR (animated)
I Metafiles- EMF, WMF
I Images JPEG, PNG (1)
ANot even close tecomplete
I Metafiles cover a lot, though



GDI- Fonts
A Great slides from BHEU12

http:// media.blackhat.com/bkeu-12/Lee/bheu-12-LeeGDI_Font_FuzziAglides.pdf
( MANY THANKS to Lee & Chan for also sharing code )

AFonts are tricky beasts
AYou can also embed theng¢ogleEOT )
ASimple9da 0 SLI LINR2 OSaaXx



GDI- Fonts

1. Load thefuzzed font from a file

debug _info "Removing any old copies of font_file
GDLRemoveFontResourceEX font file , 0O, nil )
added=GDlAddFontResourceEx (font_file , 0O, nil )

AL QY ukimgER_PRIVATE
A Works for almost any font type

A Protip - fix checksums
I (googleB1BOAFBA)



GDI- Window Basics

2. Create a Window Callback

def window_proc(hwnd umsg wparam Iparam)
case umsg
when GDLt: WM_DESTROY
GDILPostQuitMessage ( 0)
return O
else

return  GDLDefWindowProc( hwnd umsg wparam Iparam)
end
0
end



GDI- Window Basics

A Lots of people put their logic in here

i Handle WM_PAINT, WM _RESRE
if20a 2F &l YLX Sa 2y{fAYyS

A | never found the need, but YMMV



GDI- Window Basics

3. Register Window Class

window_class = GDL: WNDCLASSReWw

window_class [ : IpfnWndProc ] = method( : window proc)
window_class [ : hinstance ] = hinst

window_class [ : hbrBackground]= GDE: COLOR_WINDOW
window _class [ : hCursor]= 0

@tom = GDLRegisterClasseEx ( window class )



GDI- Window Basics

4. Createa Window Instance

@wnd ||= GDLCreateWindowEX(
GDt: WS_EX_LEFT
poi ( @atom
@pts [ :title ],
GDt: WS_OVERLAPPEDWIND@DL: WS _VISIBLE
GDt: CW_USEDEFAULT
GDt: CW_USEDEFAULT
@pts [ :width ],
@pts [ :height ],
0,
0,
hinst
nil



GDI- Fonts

5. Get Font Face Name ( undocumente

success=GDlLGetFontResourcelnfo  (
w_fname
Sz,
buf,
2
)

If= LOGFONIn&w buf
GDLWideCharToMultiByte L) 4#f [:IfFaceName]. to_ptr £ Nj



GDI- Fonts
6 a/ NBF iS¢ GKS C2yi

logical font = GDI: LOGFONIN&w

logical font [:lfHeight ] = font_size

logical font [:IlfFaceName]. to_ptr.put_string ( O/font_face)
logical font [:lfltalic ] =0

logical font [:I[fCharSet ] = GDI: DEFAULT _CHARSET
@urrent_font =GDICreateFontindirect logical font

raise_win32_error if @urrent_font .zero ?

7. Select It Into the DC for our window

@ld font =GDlSelectObject (dc, @urrent font )



What are Device Contexts?

A Bits of screen or printer
Alnclude ographi
(eg brushes, fonts, etc)

© SvenMicklish



GDI- Fonts
b | 2g OA3d A a

sz = GDI: SIZE.new

until  sz[:cx ] > width || str.empty ?
out << str.slice I( 0,1)
GDLGetTextExtentPoint32( dc, out, out.size , sz )
guess = out.size

end



GDI- Fonts

9. Actually draw some f**king text

GDlsend (
text_out_method |,
(o [of
0,
@urrent vy
GDt: ETO _GLYPH_INDEX
this_line
out,
out.size ,
nil
)
@urrent y +=sz[ :.cy |



ETO GLYPH INDEX

G dplStEngarray refers to an array returne
from GetCharacterPlacemeand should be
parsed directly by GDI as no further langua

specific processing is requirdd €

I MSDN

( This is why we udextTextOuand notDrawText)



That Sucked!

( Still better than Gtk tho )
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COSEINC

Solid Security. Verified.

Image: pavepetel.tumblr.com NSFW



